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Website Score Scanning

Website Domain: dropanddashlaundry.com

IP of the site: 35.208.14.93

Timestamp: May 20, 2022 4:04:25 PM UTC

Website Score Scanner is a remote scan that
we recommend running on your website to give
an overview of the security status of your
website. It cannot detect important issues
such as password strength or database

 We have an additional deep diveprotection.
scan that can detect certain issues such as
password strength or database protection which
we recommend as the next step in your security
journey. You will need SFTP access to your
website to run the deeper dive scan and the
team will help you to get this set up.”

Reputation
View Detailed Report >>

Security
View Detailed Report >>

Content
View Detailed Report >>

WEBSITE INFORMATION

Domain dropanddashlaundry.com

Web Application Firewall (WAF) Detected No

Content Management System (CMS) Detected

Font Scripts Detected Not Found

Language Not Found

Web Server Extension Nginx

Secure Socket Layer (SSL) Detected Let's Encrypt

Content Delivery Network (CDN) Detected Google

A

A

A
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More Information

More Information

More Information

REPUTATION

Blacklisting

What is this?

Checks if Google considers the website to be unsafe for end-users
Checks if the website has been reported as a phishing website

Benefits for your business

Customer confidence they are engaging with a reputable website
Improved Google ranking leading to greater web traffic and positively impacting sales

Site is not Blacklisted

Google Safe Browsing

Phishtank

SSL Scan

What is this?

Checks certificate for any known vulnerabilities
Checks supported certificate versions against PCI DSS requirements
Determines certificate expiry

Benefits for your business

Website visitors will have confidence they are engaging with a reputable website
Ensures all data passed between your customer’s browser and your web server remains private

No SSL issues found

Issuer Expiration Date Warnings

Let's Encrypt 2022-07-26T11:23:03 No Issues Found

SECURITY

A

https://www.sslshopper.com/ssl-checker.html#hostname=dropanddashlaundry.com
https://www.phishtank.com/
http://safebrowsing.clients.google.com/safebrowsing/diagnostic?site=dropanddashlaundry.com
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What is this?

Remotely scans your webserver for known malware (Note: this is a non-intrusive scan which scans your 
external facing web server for known malware. It does not scan the internal application for more 
malicious malware.)

Benefits for your business

Continuous website monitoring for signs of website malware and indicators of compromise so that you 
can take immediate action

No Malicious Content Found

Malicious

No Malicious Content Found

No Suspicious Content Found

Suspicious

No Suspicious Content Found

CONTENT

What is this?

Detects the Content Management System in use on your website
Checks Content Management System for patch status and any vulnerabilities that could compromise the 
website

Benefits for your business

CMS updates often reveal vulnerabilities in previous versions in the changelog, exposing websites that 
are not updated. This tool helps you to recognize what is outdated and needs update.

No CMS Vulnerabilities Detected

Name Version

Not Found

ADDITIONAL INFORMATION

A

A
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Vulnerable & Suspicious HTTP Header Detection

What is this?

Comprehensive check of website for basic security functions present in website headers
Analyses the content of the website for anything that may be considered suspicious
Checks the cookies configuration for weaknesses or breadcrumbs that could be used to exploit the 
customers information

Benefits for your business

Reduce risk of embarrassing common website cyber-attacks
Reassurance that your website is not serving up suspicious content to your users
Use this information to remove or modify cookies that could cause harm to your website or your visitors

Raw Headers

x-httpd-
modphp

1

server nginx

x-proxy-
cache

HIT

x-content-
type-
options

nosniff

x-xss-
protection

1; mode=block

vary Accept-Encoding

host-
header

8441280b0c35cbc1147f8ba998a563a7

link

&lt;https://www.dropanddashlaundry.com/wp-json/&gt;; rel=&quot;https://api.w.
org/&quot;; &lt;https://www.dropanddashlaundry.com/wp-json/wp/v2/pages
/39&gt;; rel=&quot;alternate&quot;; type=&quot;application/json&quot;; &lt;

https://www.dropanddashlaundry.com/&gt;; rel=shortlink

connection keep-alive

content-
type

text/html; charset=UTF-8

x-cache-
enabled

True
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Missing HTTP Security Headers

x-frame-
options

The use of &#39;X-Frame-Options&#39; allows a web page from host B to 
declare that its content (for example, a button, links, text, etc.) must not be 

displayed in a frame (&lt;frame&gt; or &lt;iframe&gt;) of another page (e.g., from 
host A). This is done by a policy declared in the HTTP header and enforced by 

browser implementations

public-
key-pins

HTTP Public Key Pinning (HPKP) is a trust on first use security mechanism 
which protects HTTPS websites from impersonation using fraudulent certificates 

issued by compromised certificate authorities. The security context or pinset 
data is supplied by the site or origin

public-
key-pins-
report-
only

HTTP Public Key Pinning (HPKP) is a trust on first use security mechanism 
which protects HTTPS websites from impersonation using fraudulent certificates 

issued by compromised certificate authorities. The security context or pinset 
data is supplied by the site or origin

strict-
transport-
security

HTTP Strict Transport Security (HSTS) is a web security policy mechanism 
which helps to protect secure HTTPS websites against downgrade attacks and 
cookie hijacking. It allows web servers to declare that web browsers (or other 

complying user agents) should only interact with it using secure HTTPS 
connections, and never via the insecure HTTP protocol. HSTS is an IETF 

standards track protocol and is specified in RFC 6797

x-webkit-
csp

Content Security Policy requires careful tuning and precise definition of the 
policy. If enabled, CSP has significant impact on the way browser renders pages 

(e.g., inline JavaScript disabled by default and must be explicitly allowed in 
policy). CSP prevents a wide range of attacks, including Cross-site scripting and 

other cross-site injections

frame-
options

The use of &#39;X-Frame-Options&#39; allows a web page from host B to 
declare that its content (for example, a button, links, text, etc.) must not be 

displayed in a frame (&lt;frame&gt; or &lt;iframe&gt;) of another page (e.g., from 
host A). This is done by a policy declared in the HTTP header and enforced by 

browser implementations

content-
security-
policy

Content Security Policy requires careful tuning and precise definition of the 
policy. If enabled, CSP has significant impact on the way browser renders pages 

(e.g., inline JavaScript disabled by default and must be explicitly allowed in 
policy). CSP prevents a wide range of attacks, including Cross-site scripting and 

other cross-site injections

pragma Caches expose additional potential vulnerabilities, since the contents of the 
cache represent an attractive target for malicious exploitation

x-
content-
security-
policy

Content Security Policy requires careful tuning and precise definition of the 
policy. If enabled, CSP has significant impact on the way browser renders pages 

(e.g., inline JavaScript disabled by default and must be explicitly allowed in 
policy). CSP prevents a wide range of attacks, including Cross-site scripting and 

other cross-site injections
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content-
security-
policy-
report-
only

Like Content-Security-Policy, but only reports. Useful during implementation, 
tuning and testing efforts

Security Headers Detected

content-
type

In practice, resource owners do not always properly configure their origin server 
to provide the correct Content-Type for a given representation, with the result 

that some clients will examine a payload&#39;s content and override the 
specified type. Clients that do so risk drawing incorrect conclusions, which 

might expose additional security risks like privilege escalation etc

x-xss-
protection

This header enables the Cross-site scripting (XSS) filter built into most recent 
web browsers. It&#39;s usually enabled by default anyway, so the role of this 
header is to re-enable the filter for this particular website if it was disabled by 
the user. This header is supported in IE 8+, and in Chrome (not sure which 
versions). The anti-XSS filter was added in Chrome 4. Its unknown if that 

version honored this header

x-content-
type-
options

The only defined value, &#39;nosniff&#39;, prevents Internet Explorer and 
Google Chrome from MIME-sniffing a response away from the declared content-
type. This also applies to Google Chrome, when downloading extensions. This 

reduces exposure to drive-by download attacks and sites serving user uploaded 
content that, by clever naming, could be treated by MSIE as executable or 

dynamic HTML files

WEBSITE CONTENT VERIFICATION

Review all of the below detected scripts, links and iframes and ensure you are aware of these and their 
purpose. You should also check scripts and iframe versions for any known vulnerabilities or upgrades.

Javascripts Detected

What is this?

Lists scripts in use across the website
You can assess this list to ensure the website doesn’t contain unsolicited scripts

Benefits for your business

You can use this list to assess and ensure the website doesn’t contain unsolicited scripts

Internal

https://www.dropanddashlaundry.com/wp-includes/js/dist/vendor/wp-polyfill.min.js?ver=3.15.0
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https://www.dropanddashlaundry.com/wp-content/uploads/siteground-optimizer-assets
/siteground-optimizer-combined-js-e8b2da1316749cf509f64511e4beebe2.js

External

https://www.google.com/recaptcha/api.js?
render=6LeWtv0eAAAAAF3a6ETD11dKhxouzDDljFH_5xi2#038;siteground-async=1&ver=3.0

https://www.googletagmanager.com/gtag/js?id=G-3G1JEJBGVB

https://www.googletagmanager.com/gtag/js?id=AW-10881265249

Links Detected

What is this?

Lists links in use across your website.

Benefits for your business

You can use this list to assess and ensure that your website doesn’t contain unsolicited links

Internal

https://www.dropanddashlaundry.com/wp-includes/wlwmanifest.xml

https://www.dropanddashlaundry.com/wp-content/uploads/2022/03/Drop-and-Dash-Delivery-
Van-1.jpg

https://www.dropanddashlaundry.com/wp-json/

https://www.dropanddashlaundry.com/wp-content/themes/Divi-Child-Theme/style.css?ver=4.
17.1

https://www.dropanddashlaundry.com/

https://www.dropanddashlaundry.com/wp-json/wp/v2/pages/39

https://www.dropanddashlaundry.com/wp-content/uploads/2022/03/cropped-Drop-and-Dash-
Laundry-Favicon-192x192.png

https://www.dropanddashlaundry.com/wp-content/uploads/2022/03/cropped-Drop-and-Dash-
Laundry-Favicon-32x32.png

https://www.dropanddashlaundry.com/services/

https://www.dropanddashlaundry.com/xmlrpc.php?rsd

https://www.dropanddashlaundry.com/wp-content/et-cache/39/divi-dynamic.min.css?
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ver=1652557262

https://www.dropanddashlaundry.com/comments/feed/

https://www.dropanddashlaundry.com/tel:773-436-1994

https://www.dropanddashlaundry.com/contact-us/

https://www.dropanddashlaundry.com/feed/

https://www.dropanddashlaundry.com/xmlrpc.php

https://www.dropanddashlaundry.com/services/residential-laundry-pickup-and-delivery-service/

https://www.dropanddashlaundry.com/wp-content/uploads/siteground-optimizer-assets
/siteground-optimizer-combined-css-1a6425cce85dd82e0035ed170919c408.css

https://www.dropanddashlaundry.com/wp-json/oembed/1.0/embed?url=https%3A%2F%
2Fwww.dropanddashlaundry.com%2F

https://www.dropanddashlaundry.com/services/commercial-laundry-service/

https://www.dropanddashlaundry.com/wp-json/oembed/1.0/embed?url=https%3A%2F%
2Fwww.dropanddashlaundry.com%2F&format=xml

https://www.dropanddashlaundry.com/about-us/

https://www.dropanddashlaundry.com/wp-content/uploads/2022/03/Drop-and-Dash-Delivery-
Van-3.jpg

https://www.dropanddashlaundry.com/laundry-delivery/

https://www.dropanddashlaundry.com/wp-content/uploads/2022/03/Drop-and-Dash-Delivery-
Van-2.jpg

https://www.dropanddashlaundry.com/es/

https://www.dropanddashlaundry.com/wp-content/uploads/2022/03/cropped-Drop-and-Dash-
Laundry-Favicon-180x180.png

External

https://www.google.com

https://apps.apple.com/us/app/drop-and-dash-laundry-service/id1248116662

https://www.facebook.com/chicagolaundryservice/

https://play.google.com/store/apps/details?id=com.starchup.dropanddash&hl=en_US&gl=US
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https://dropanddashlaundry.com/wp-content/uploads/2022/03/DandDL.mp4

https://fonts.googleapis.com/css?family=Oxygen+Mono:regular|Open+Sans:300,300italic,
regular,italic,600,600italic,700,700italic,800,800italic&subset=latin,latin-ext&display=swap

https://fonts.googleapis.com

iFrames Detected

What is this?

Lists all iframes in use across your website.

Benefits for your business

You can use this list to assess and ensure that your website doesn’t iFrames hasn’t been designed into 
the code of the website, this will flag up unsolicited pop ups

Internal

No IFrames Included

External

No IFrames Included

OWASP Top 10 Scan

What is this?

The OWASP Top 10 is a the industry standard awareness document for web application security. It 
represents a broad consensus about the most critical security risks to web applications.

Benefits for your business

Taking advantage of the wide range of OWASP resources and other information to help you address 
application security in your organization.

 Score: 9 out of 10

 High: 0
 Medium: 1

 Low: 5
 Information: 3

Vulnerability 
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Rank Count Description

A1 0

Injection flaws, such as SQL, NoSQL, OS, and LDAP injection, 
occur when untrusted data is sent to an interpreter as part of a 

command or query. The attacker’s hostile data can trick the 
interpreter into executing unintended commands or accessing data 

without proper authorization.

A2 0

Application functions related to authentication and session 
management are often implemented incorrectly, allowing attackers 

to compromise passwords, keys, or session tokens, or to exploit 
other implementation flaws to assume other users’ identities 

temporarily or permanently.

A3 0

Many web applications and APIs do not properly protect sensitive 
data, such as financial, healthcare, and PII. Attackers may steal or 

modify such weakly protected data to conduct credit card fraud, 
identity theft, or other crimes. Sensitive data may be compromised 
without extra protection, such as encryption at rest or in transit, and 

requires special precautions when exchanged with the browser.

A4 0

Many older or poorly configured XML processors evaluate external 
entity references within XML documents. External entities can be 

used to disclose internal files using the file URI handler, internal file 
shares, internal port scanning, remote code execution, and denial of 

service attacks.

A5 0

Restrictions on what authenticated users are allowed to do are often 
not properly enforced. Attackers can exploit these flaws to access 
unauthorized functionality and/or data, such as access other users' 

accounts, view sensitive files, modify other users’ data, change 
access rights, etc.

A6 9

Security misconfiguration is the most commonly seen issue. This is 
commonly a result of insecure default configurations, incomplete or 

ad hoc configurations, open cloud storage, misconfigured HTTP 
headers, and verbose error messages containing sensitive 

information. Not only must all operating systems, frameworks, 
libraries, and applications be securely configured, but they must be 

patched and upgraded in a timely fashion.

A7 0

XSS flaws occur whenever an application includes untrusted data in 
a new web page without proper validation or escaping, or updates 
an existing web page with user-supplied data using a browser API 

that can create HTML or JavaScript. XSS allows attackers to 
execute scripts in the victim’s browser which can hijack user 

sessions, deface web sites, or redirect the user to malicious sites.

A8 0

Insecure deserialization often leads to remote code execution. Even 
if deserialization flaws do not result in remote code execution, they 
can be used to perform attacks, including replay attacks, injection 

attacks, and privilege escalation attacks.
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View Full Report Details >>

A9 0

Components, such as libraries, frameworks, and other software 
modules, run with the same privileges as the application. If a 

vulnerable component is exploited, such an attack can facilitate 
serious data loss or server takeover. Applications and APIs using 
components with known vulnerabilities may undermine application 

defenses and enable various attacks and impacts.

A10 0

Insufficient logging and monitoring, coupled with missing or 
ineffective integration with incident response, allows attackers to 

further attack systems, maintain persistence, pivot to more systems, 
and tamper, extract, or destroy data. Most breach studies show time 

to detect a breach is over 200 days, typically detected by external 
parties rather than internal processes or monitoring.

https://login.cwatch.comodo.com/domains/scan/178417?tab=vulnerability

